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Abstract of the contribution: This contribution proposes a new solution for AIML_CN KI#4.
1. Discussion 
In clause 5.2.4 of TR 23.700-84, the key issue description of KI#4 NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention includes: 
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:
-	Identify scenarios that can result in a signalling storm situation
-	Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
-	What NF(s) will be consumer of such analytics and whether and how they can use them.
-	Whether and how signalling storm can be prevented or mitigated based on the inputs provided by NWDAF.
NOTE 1:	In terms of data access right, privacy and security improvement, cooperation with SA WG3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
This contribution proposes a new solution for AIML_CN KI#4.
2. Proposal
[bookmark: _Toc524945853]It is proposed to adopt the following changes into TR 23.700-84.   

*** Start of the change ***
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157534622][bookmark: _Toc157747893][bookmark: _Toc16839382][bookmark: _Toc155796954][bookmark: _Hlk155859225]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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*** Next change (all new text) ***

[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157534623][bookmark: _Toc157747894]6.X	Solution #X: NWDAF assisted network abnormal behaviour mitigation and prevention
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157534624][bookmark: _Toc157747895]6.X.1	Description
6.X.1.1	Network abnormal behaviour due to massive UE signaling
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157534625]This solution aims to address the issues described in KI#4 to leverage NWDAF analytics to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention.  
The 5GS signalling storm might be caused by different reasons, e.g. 5GC NF malfunction, massive IoT devices (re-)registration within short time, DDoS, etc. Those 5GS internal and external issues may generate massive system-wide signalling, including the NAS signalling, signalling within 5GC (i.e. signalling between SMF, UPF, PCF, etc.), NGAP signalling between 5GC and RAN, RRC signalling, etc. The massive signalling will increase the 5GS work load significantly, create CP congestions, lower service quality and even may result in service interruption. In order to maintain the 5GS operating in health status and minimise the negative impacts of the network abnormal behaviours (e.g. signalling storm), it would be beneficial to leverage the NWDAF to provide assistance information to support network abnormal behaviour prediction, detection, prevention and mitigation functionality within 5GS.
It is difficult to diagnose the root cause of signalling storm, but it is possible to predict and detect the abnormal behaviour based on the statistics, measurements and predictions of some parameters that can reflect the network issues. For example, a large number of UEs attempt to register to the network within a short time in an area (e.g. massive IoT devices, DDoS attack) will generate massive system-wide signalling and may also result in system congestion. In the current mechanism, the network may reject the attempts of some UEs and configure back-off timers to control the reattempts. When the timers are expired, those UEs try to connect to the network. This legacy back-off mechanism may bring significant signalling storm to the network. And the configuration of the back-off timers is also tricky, e.g. some UEs are power consumption sensitive, long back-off timers will reduce their lifetime significantly. Therefore, it would be beneficial to leverage the NWDAF to provide the statistics and predictions of the number of registration attempts to the network, and (potential) risk level of signalling storm within the system, the optimised back-off time associated to the UE connection attempts, AMF load of the services related to UE registration procedures, etc. 
-	The required inputs may include (e.g. by enhancing NF load analytics): 
-	Number of NAS/service operation transactions at an AMF. It includes successful, failed or overall transactions. The transactions might be triggered by the UE, e. g., initial registration, mobility or periodic registration update, service request, etc.
-	NF resource usage per service operation, as defined per TS 29.510. For example, the AMF resource usage of UEContextTransfer service operation, RegistrationStatusUpdate service operation, etc. 
-	NF resource capacity 
-	The output analytics that may assist with abnormal behaviour prediction, detection, prevention and mitigation may include the statistics and predictions of (e.g. by enhancing NF load or User Data Congestion analytics): 
-	Number of NAS/service operation transactions 
-	Ratio of successful transaction
-	Probability/ Risk level of network abnormal behaviour, e.g. signalling storm (of the NF services)
· NF resource usage per NF service operation
[bookmark: _GoBack]
Table 6.x.1.1-1 Input data for NWDAF
	Information
	Source
	Description

	NF ID
	OAM/ AMF
	ID of an AMF in this case

	Number of NAS transactions
	OAM/ AMF
	Number of NAS transactions (e.g., Registration Request, Service Request, etc.) at an AMF 

	Number of successful NAS transactions
	OAM/ AMF
	Number of successful NAS transactions (e.g., Registration Request, Service Request, etc.) at an AMF

	Number of failed NAS transactions
	OAM/ AMF
	Number of failed NAS transactions (e.g., Registration Request, Service Request, etc.) at an AMF

	Number of reattempted NAS transactions
	OAM/ AMF
	Number of reattempted NAS transactions (e.g., Registration Request, Service Request, etc.) at an AMF

	Number of registered UEs
	OAM/
AMF
	Number of UEs currently registered at an AMF

	Number of active UEs
	OAM/
AMF
	Number of registered UEs that have active NAS message transactions with AMF during the observed time duration and consuming the resource

	Number of UEs with successful NAS transaction
	OAM/
AMF
	Number of registered UEs that have succeeded NAS message transactions with AMF during the observed time duration and consuming the resource

	MM back-off time
	AMF
	The Mobility Management back-off time of UE(s). 

	UE ID
	AMF
	The (list of ) UE IDs associated to NAS back-off timers. The UE ID could be (5G-)GUTI, GPSI, SUPI. 

	UE type/ category
	AMF
	The category/ type of UE, e.g. Category M UEs, IoT devices, RedCap UE, etc. 

	Number of NG-RAN connections
	OAM/
AMF
	Number of NGAP connections with NG-RAN nodes

	NF service name(s)/ID(s)
	AMF
	ID or name of the service operation

	NF resource usage per service 
	AMF
	Resource usage per service operation during the observed time duration

	NF resource capacity
	AMF
	Resource capacity of an AMF, e.g. assigned virtual resources for the AMF.



[bookmark: _Ref158206462]Table 6.x.1.1-2 Output Analytics (statistics and predictions) 
	Information
	Description

	NF ID
	ID of an NF, e.g. ID of AMF

	NF Service Area
	Service area of an NF, e.g. service area of an AMF

	Number of transactions
	Predictions and/or statics of the Number of signalling transactions over the Analytics target period. 

	UE ID
	AMF

	MM back-off time
	Predictions and/or statics of the length of Mobility Management back-off time of the corresponding UE(s).

	Number of reattempted transactions
	Predictions and/or statics of the Number of reattempted signalling transactions over the Analytics target period. 

	Ratio of successful transaction
	Ratio of successful transaction to the total attempts

	Probability/ Risk level of network abnormal behaviour (NOTE 1)
	Occurrence probability/ risk level of network abnormal behaviour of the system or NF, e.g. signalling storm.
The Risk level might be a percentage value, or different risk classes (configured by operator), e.g. low-, medium-, high-risk.

	NF service name(s)/ID(s)
	ID or name of the service operation. 

	Service signalling congestion 
	The percentage of signalling associated to a service among the overall signalling (e.g. CP, UP signalling) or congestion. 

	NF resource usage per service (NOTE 2)

	NF resource usage per service operation (average, peak) over the Analytics target period. 
Or high-, medium-, low-resource usage level. 

	NF resource capacity remaining
	Resource capacity available at an AMF.

	Network abnormal behaviour type
	The type of Network abnormal behaviour type, e.g. the signalling storm due to massive UE registration, NF discovery, etc. 

	Time window/ point
	The time window/ point associated to the above output analytics.  

	NOTE 1:	the network abnormal behaviour risk level might be configured by the operator or provided by the service consumer via reporting thresholds, e.g. low-/ medium-/ high- risk level of network abnormal behaviour (signalling storm) classified by the thresholds.
NOTE 2:	NF resource usage level per service might be configured by the operator or provided by the service consumer via reporting thresholds, e.g. low-/ medium-/ high- resource usage level classified by the thresholds.  




If the signalling storm is predicted based on the assistance information provided by NWDAF, in order to avoid potential degradation of the network performance, the network may determine to take appropriate actions. For example, for the massive number of UEs that will register to the network in a target area, based on the load and resource usage of the AMF in the area and the risk level, the network may re-direct the existing UEs to other replacement AMFs, optimise the MM back off timer, re-configure the weight factor of the AMFs to RAN node, etc.; therefore, reserve more resources for the potential heavy connection to prevent potential signalling storm. 
After taking actions, the functionality may assess whether the abnormal behaviour is prevented successfully or not based on NWDAF analytics and observed measurements and subject to operator policy and thresholds. If the potential risk of the signalling storm is not removed successfully, the potential risk may develop to actual signalling storm in the network. 
By enhancing NWDAF to provide such information that can assist the network to detect and predict abnormal behaviours of NFs, the 5GC will be able to mitigate or prevent a signalling storm at the earliest possible time; and therefore, provides the services to the UEs in a more service quality guaranteed manner.
6.X.1.2	Network abnormal behaviour due to NF anomaly
It is also possible to leverage NWDAF to assist the 5GC to detect or predict the network abnormal behaviours that may lead to a signalling storm. The consumers of NWDAF analytics may use the statistics information provided by the NWDAF to determine whether the abnormal behaviours of NFs already occurred in the system, and may use the prediction information to evaluate the possibility of abnormal behaviours during the specified period in the future. If abnormal behaviours and the signalling storm are detected or predicted, NWDAF may also include the identified/inferred cause of the signalling storm, e.g. surge of re-attempts to a particular NF instance/NF service, sudden drain of resources at an NF, etc., the consumer may decide to migrate its service subscription to another NF instance or isolate the faulty NF. In particular, in case of the NRF as a consumer of the NWDAF analytics, it may decide to block or deprioritise the selection of the faulty NF(s) until it receives updated analytics from the NWDAF that the threat of the signalling storm has been resolved. 
The consumer may include Analytics Filter information (e.g., S-NSSAI, NF Instance ID, NF Set ID, NF Type, NF service instance ID, NF service name), area of interest, required accuracy, etc., to reduce the amount of data collected in the network.
Table 6.x.1.2-1 Input data 
	Information
	Source
	Description

	NF ID
	NF
	ID of an NF instance or NF service instance

	> Number of requests received
	NF
	Number of service requests received from other NF during the observed time period

	> Number of successful responses
	NF
	Number of successful responses provided by the NF instance or NF service instance during the observed time period

	> Number of failed responses
	NF
	Number of failed responses provided by the NF instance or NF service instance during the observed time period

	> Number of timeouts
	NF
	Number of timeouts in response by the NF instance or NF service instance during the observed time period

	> Number of reattempted requests received
	NF
	Number of reattempted requests received by the NF instance or NF service instance during the observed time period

	> Response delay
	NF
	Delay in returning a response to the NF that requested the NF service

	> Active consumer NF(s) list
	NF
	NF ID(s) that subscribe to the NF service provided by the NF instance or NF service instance

	> Active producer NF(s) list
	NF
	NF ID(s) that provided NF service(s) to the NF instance or NF service instance



Table 6.x.1.2-2 Output Analytics (statistics and predictions) 
	Information
	Description

	NF ID
	ID of an NF instance or NF service instance

	> Number of requests received
	Number of service requests received from other NF during the observed time period

	> Number of successful responses
	Number of successful responses provided by the NF instance or NF service instance during the observed time period

	> Number of failed responses
	Number of failed responses provided by the NF instance or NF service instance during the observed time period

	> Number of timeouts
	Number of timeouts in response by the NF instance or NF service instance during the observed time period

	> Number of reattempted requests received
	Number of reattempted requests received by the NF instance or NF service instance during the observed time period

	> Response delay
	Delay in returning a response to the NF that requested the NF service

	Probability/ Risk level of network abnormal behaviour (NOTE 1)
	Occurrence probability/ risk level of network abnormal behaviour of the system or NF, e.g. signalling storm.
The Risk level might be a percentage value, or different risk classes (configured by operator), e.g. low-, medium-, high-risk.

	Network abnormal behaviour type
	The type of Network abnormal behaviour (e.g., too many requests beyond the threshold, lack of response, unreachable, etc.)

	Duration of abnormal behaviour
	Observed or predicted time duration that abnormal behaviour of the NF instance or NF service instance develops

	Time window/ point
	The time window/ point associated to the above output analytics.  

	Confidence of accuracy
	Confidence level in case of prediction

	NOTE 1:	the network abnormal behaviour risk level might be configured by the operator or provided by the service consumer via reporting thresholds, e.g. low-/ medium-/ high- risk level of network abnormal behaviour (signalling storm) classified by the thresholds.





[bookmark: _Toc157747896]6.X.2	Procedures


Figure 6.x.2-1 Procedures of network abnormal behaviour prediction, detection, prevention and mitigation

0. The consumer NF selects and performs association procedures with the target NF instance(s). In case of an NRF, it may perform registration procedures with the target NF instance(s).
1. The consumer NF requests or subscribes to the analytics of NWDAF. The request message includes the target NF instance ID(s), area of interest, S-NSSAI, DNN, etc. for which analytics on network abnormal behaviours is requested.
2. Upon receiving the request message in step 1, the NWDAF generates the required analytics of the target NF(s) based on consumer NF request. The NWDAF will collect input data of the analytics from different data sources, perform AI/ML model training and inference, and generate the require output analytics.
3. The NWDAF sends to the consumer NF a notification message including analytics on abnormal network behaviours.
4. The consumer NF determines the network anomaly associated to the target NF based on the received analytics information. 
5. If anomaly is detected or predicted, the consumer NF can request transfer of subscriptions, unsubscribe from the target NF instance(s) and/or reselect another NF instance(s) for subsequent operations, to prevent or mitigate the corresponding anomaly, e.g. based on the risk level of network abnormal behaviour, network abnormal behaviour type, NF resource capacity remaining.
For example, if the consumer NF determines that the predicted or detected signalling storm is resulted from the excessive amount of UE registration, the consumer NF may interact with the affected AMF(s) to redirect the attempts from the existing or new UEs to other potential replacement AMFs with sufficient remaining resource for the time window, configure the optimised the back-off time to UEs to optimise the network and UE behaviours; and, therefore, prevent the signalling storm. The affected NFs and the replacement NFs may also interact with each other for a smooth service transition, e.g. by transferring service, NF or UE context, buffered data, etc.
If NRF is the consumer NF, it can send deregistration message to the target NF instance(s) to deprioritize the use of the target NF instance(s) and alarm related NF(s) that are using the services of the target NF instance(s).
6. [Conditional] After taking actions to prevent or mitigate the network abnormal behaviours, the consumer NF can repeat step 3 – 4 based on updated analytics from NWDAF, to (re-)evaluate whether the network abnormal behaviours are prevented or mitigated successfully. 
7. [Conditional] If the consumer NF determines that the network abnormal behaviours are not successfully prevented or mitigated, the consumer NF may decide to repeat step 5 to resolve the (potential) network abnormal behaviours until the abnormal behaviours are successfully prevented or mitigated.


6.X.3	Impacts on services, entities and interfaces
NWDAF: 
· Collect new inputs to generate assistance information for network abnormal behaviour prediction, detection, prevention and mitigation.  
· Generate new outputs to assist with network abnormal behaviour prediction, detection, prevention and mitigation. 
· Expose the new output analytics to consumers. 
5GC NF with network abnormal behaviour prediction, detection, prevention and mitigation functionality (e.g. new 5GC NF, NWDAF, NEF, etc.): 
· Subscribes to or request analytics related to network abnormal behaviour prediction, detection, prevention and mitigation.  
· Decision making on network abnormal behaviour prediction, detection.
· Decision making on the actions to prevent and mitigate the predicted or detected network abnormal behaviours. 
· Interact with other NFs to prevent and mitigate the predicted or detected network abnormal behaviours. 
5GC NFs:
· Take actions to prevent and mitigate the predicted or detected network abnormal behaviours based on the request or indication from the 5GC NF with network abnormal behaviour prediction, detection, and prevention and mitigation functionality.
NRF
· Support management of NF profiles based on NWDAF-assisted anomaly information.




*** End of the change ***
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